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Abstrak

Gambar digital adalah gambar dalam bentuk format digital atau media digital
seperti hard drive. Gambar digital terdiri dari bit (0 atau 1) yang disebut piksel dan
memiliki kapasitas tinggi untuk menyimpan data dan informasi. Keamanan itu pent-
ing, terutama saat mengirim data dari satu tempat ke tempat lain. Salah satu cara
untuk mengamankan data adalah melalui steganogra�. Steganogra� adalah teknik
yang digunakan untuk menyembunyikan keberadaan informasi rahasia di dalam suatu
objek. Teknik Steganogra� dengan sempurna menutup pesan rahasia dalam gambar
pembawa keamanan tinggi. Informasi dan data akan dimanipulasi sehingga tidak da-
pat dideteksi oleh mata manusia. Teknik Pixel Value Di�erences (PVD) merupakan
salah satu metode steganogra�. Metode ini menyisipkan pesan rahasia berdasarkan
perbedaan bit antara dua piksel yang bertetangga. Pesan rahasia dalam bentuk teks
akan disebar ke seluruh gambar dalam tingkat keabu-abuan. Hasil penelitian me-
nunjukkan bahwa pesan yang berjumlah 6 karakter dan 37 karakter memiliki hasil:
0,0459 untuk MSE dan 61,5113 untuk PSNR (6 karakter) dan 0,4099 untuk MSE dan
52.004 untuk PSNR (37 karakter).

Kata kunci : algorithm, MATLAB, PVD, steganographi

Abstract

Digital images are images in the form of digital formats or digital media such as
hard drives. Digital images consist of bits (0 or 1) called pixels and have a high ca-
pacity to store data and information. Security is important, especially when sending
data from one place to another. One way to secure data is through steganography.
Steganography is a technique used to hide the existence of con�dential information
inside an object. The Steganography Technique perfectly closes the secret message
in a high-security carrier image. Information and data will be manipulated so that
it cannot be detected by the human eye. Pixel Value Di�erences (PVD) technique is
a method of steganography. The method inserts a secret message based on bit dif-
ferences between two neighboring pixels. Secret messages in the form of text will be
spread out onto the grayscale image. The results showed that the messages amounted
to 6 characters and 37 characters had results: 0.0459 for MSE and 61.5113 for PSNR
(6 characters) and 0.4099 for MSE and 52.004 for PSNR (37 characters).
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Introduction

The internet has developed so rapidly that most
individuals often use the internet as the main
media to transfer data from a place to another.
there are a lot of ways to send data using the in-
ternet, including via e-mail, chat, cloud. Data
transmission is made simple, fast, and accurate
using the internet. However, one of the main
problems with sending data over the internet
is a security threat, i.e. private or con�dential
data can be stolen or hacked in various ways.
Therefore,it is very important to consider the
method that will be used to secure the follow-
ing data transmitted data output, because data
security is one of the most important factors
that need to be considered in the data transfer
process.

Data security basically means protecting
data from unauthorized users or hackers and at-
tempts to prevent data modi�cation. This area
of data security has received a lot of attention
over the last period of time due to the large in-
crease in data transfer speeds over the internet.
To improve security features in data transfer
via the internet, many techniques have been de-
veloped, such as Cryptography, Steganography,
and digital watermarking. Cryptography is a
method for hiding information by encrypting
information into "coded text" and transmitting
it to the intended recipient, using an unknown
key. Steganography provides further security
by hiding ciphertext into invisible images or in
other formats. Cryptography uses unreadable
data output. Because of this output, cryptog-
raphy is easily suspected by hackers, while the
output of steganography does not look like a
cipher so steganography is used more often. [1]

Pixel Value Di�erences

Steganography is a secret message data method
that is inserted in the cover data. So steganog-
raphy has two inputs namely secret message
data and cover data. Secret messages can be
in the form of text, images, sound or video [2].
Cover data can also be the same thing as a se-
cret message in the form of text, images, sound
or video. In steganography systems, secret mes-
sage data and cover data can be done with dif-
ferent data such as: secret text messages in-
serted in the image cover data, audio secret
messages inserted in the image cover data, se-

cret picture messages inserted into the image
cover data and so on.

In this study, the method used for data
transmission security is Pixel Value Di�erences
(PVD). This PVD method uses the value of
the di�erence between two consecutive pixels
blocked to determine how many secret bits
must be embedded. There are two types of
quantization range tables in Wu and Tasi's
methods. The �rst is based on choosing a wide
range (8, 8, 16, 32, 64, 128), to provide large
capacity. The second is based on choosing a
wide range (2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64,
64), to provide high imperceptibility. Most of
the related research focuses on capacity build-
ing using LSB and the adjustment process, so
that their approach is too aligned with the LSB
approach [3].

There is little research that focuses on reach
design. In addition, it is intuitive to design us-
ing two power widths. This work designs a new
quantization range table based on the perfect
square number to decide on the payload with
the value of the di�erence between consecutive
pixels. Our research provides a new perspective
that if we choose the right width for each range
and use the proposed method, we can get a bet-
ter number of images and a higher capacity. [3]
In this study, the input used is a secret message
in the form of text and images as a cover.

The purpose of this study is the analysis
of the PVD method. In this study, the basic
algorithm in PVD will be explained and imple-
mented using MATLAB 2019a software. in this
study will be done by inputting text characters
and grayscale images. The following steps will
be taken.

Based on Figure 1, the input in this study is
a secret message in the form of text and cover
images in various formats. In secret messages,
each character in the message is changed to 8
ASCII bits for insertion. Figure 2 and 3 are is
the ASCII table used in this study.

Based on Figure 2, the character used is the
character "!" with decimal 33 up to the charac-
ter "~" with decimal 126. While �gure 3 is an
extension of the ASCII table. The characters
in ASCII will be converted to decimal values
and converted to binary values to be inserted in
the image. For example, if the secret message
used is 'wind' then the decimal result obtained
is 98 97 121 117. Then, the decimal value is
converted to binary, then the result obtained is
01100010 01100001 01111001 01110101.
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Figure 1: Research Flow

Figure 2: ASCII Table [4]
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Figure 3: ASCII Table extended [4]

Each character will be converted to binary
so the secret message, which originally con-
sisted of 4 characters, turned into 32 binary
data (the number of characters multiplied by
8). Because of the large number of binaries, in
this study the secret message is limited to 25
characters so that the maximum binary value
obtained is 200 data. Because of the size of the
data, the minimum size of the image used in
this study was 200 pixels [5].

After the secret message process is con-
verted into �nished bits, proceed with the
cover image process which has a resolution of
1280x720 pixels. The cover image used is the
RGB image as shown in Figure 3.

Figure 4: Cover image

From the RGB image is converted into a
grayscale image so that it has a value of 0 to
255 where the value of 0 is black and the value

of 255 is white. Grayscale images use 8bit in-
tegers [3]. From the value results of the cover
image (grayscale), the image is made as a 1-row
matrix. Then the insertion process continues.
Following is the insertion algorithm used [6]:

1. Enter the message in text form and dec-
laration as a string

2. Change the secret message to ASCII dec-
imal

3. Change the message to 8 binary bits

4. Insert the cover image

5. Change the cover Figure to grayscale so
that the pixels obtained range from 0-255

6. Change the cover Figure into a row vector

7. The key used in this study is the gray
range values proposed by Wu and Tsai

8. Calculate the di�erence between 2 neigh-
boring pixels (gi, g (i + 1): with the equa-
tion

di = g(i+ 1)�gi (1)

9. Determine the lower limit (ik) with the
number of bits n, with the equation:

ik ≤ di < i(k + 1) (2)

10. Take the message as many as n bits, then
change it to decimal (b)
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11. Calculate the new value di�erence using
the equation:

d' = ik + b jika d ≥ 0 (3)

d' = −(ik + b) jika d < 0 (4)

12. Calculate using the equation:

m = d'�d (5)

13. Calculate the new pixel value using the
equation:

If m is odd, then:

[gi−m/2], [g(i+ 1) +m/2] (6)

If m is even, then:

[gi+m/2], [g(i+ 1)−m/2] (7)

14. At[gi−m/2]or[g(i+1)−m/2],m/2 round-
ing up, for example: 5,3=6

15. At[g(i+1)+m/2]or[g(i+1)+m/2], m/2
rounding down, for example: 5,3 = 5

16. The Image row vector is returned to the
image matrix

17. Show the stegano image

18. Perform MSE and PSNR calculations

For example, the calculation is as follows:

1. A message '154' will be inserted into the
8-bit grayscale 8-bit cover Figure

2. Figure 5 is the matrix used

Figure 5: Example of a Cover iamge matrix

3. Message = 154 = 1 0 0 1 1 0 1 0

4. d = 200-105 = 95

5. 64 ≤ d ≤ 127(refer to table 1), ik = 64, n
= 6

6. Message = 1 0 0 1 1 0 1 0, Takes 6 bit, b
= 1 0 0 1 1 0 = 38 (decimal)

7. d ≥ 0, then the new di�erence: d' = ik +
b = 64 + 38 = 102

8. Calculate: m = d' � d = 102 � 95 = 7

9. Because m is odd, carried out the equa-
tion (6) then: [gi - m/2], [g(i+1) + m/2]
= [105 - 7/2], [200 + 7/2] = [105 - 4], [200
+ 3] = 101, 203

10. Inserted at the 1st and 2nd pixels, so Fig-
ure 6 is the result:

11. For further insertion in the remaining bi-
nary i.e. 0 (can be seen in steps 3 and 6)
the same calculation is performed and in-
serted at pixels 3 and 4, so it can be seen
the results in Figure 7.

Figure 6: Result of pixel insertion 1 and 2
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Figure 7: Result of pixel insertion 3 and 4

After the insertion process is completed
the MSE and PSNR calculations are per-
formed.Peak Signal to Noise Ratio (PSNR) is
the ratio between the maximum value of thes-
ignal measured by the amount of noise that
a�ects the signal. PSNR is usually measured
in decibels(db). PSNR is used to compare the
quality of the cover image before and after the
message is entered. To determine the PSNR,
The MSE (Mean Square Error) value must be
known in advance.

MSE is the average error value between the
original image and the manipulated image (in
the case of steganography; MSE is the average
error value between the cover image and the
stego image). PSNR is often expressed on a
logarithmic scale in decibels (dB). PSNR val-
ues that fall below 30 dB indicate a relatively
low quality, where distortion due to insertion
is clearly visible. However, high stego image
quality is found at values of 40dB and above.
[7]

In ordinary view, the best value in an im-
age shows that the human eye barely recognizes
the original image and steganographic image.
A higher PSNR value means a closer similarity
between the results of the reconstruction and
the original image. PSNR is de�ned as:

PSNR = 10log10((C2
MAX)/mse) (8)

The lower the MSE, the lower the error pro-
duced. Where MSE is stated as:

MSE =
1

MN

M∑
X=1

N∑
X=1

(SXY − CXY )
2 (9)

Following is the extraction algorithm used
[6]:

1. Insert the stegano image

2. Change the stegano image into a 1 row
matrix

3. Calculate the di�erence between 2 neigh-
boring pixels (gi, g (i + 1)) so that: di =
g (i + 1) � gi

4. Determine the lower limit (ik) with the
number of bits n, by: ik< di <i (k + 1)
(refer to table 1)

5. Calculate: b = | d | - ik

6. Change b (decimal) to binary n bits

7. Take the Message n bit

For example, the calculation is as follows:

1. It is known that the stego shown in �gure
8:

Figure 8: Pixel of Stegano image
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2. d = 203 � 101 = 102

3. 64 ≤ d ≤ 127(refer to table 1), ik = 64, n
= 6

4. b = |102| - 64 = 38

5. b = 38 = 1 0 0 1 1 0

6. Message 6 bit = 1 0 0 1 1 0

7. Message still has 2 bit, then proceed to
pixels 3 and 4

8. d = 30 � 54 = -24

9. 16 ≤ |d| ≤ 31(refer to table 1), ik = 16, n
= 4

10. b = |-24| - 16 = 24 � 16 = 8

11. b = 8 = 1 0 0 0

12. take the 2 bit = 1 0

13. Message = Message 6 bit and Message 2
bit = 1 0 0 1 1 0 1 0 = 154

Results and Discussion

In this section, the results of the research con-
ducted will be explained. The object to be com-
pared in this study is the image format using
the same method as described in the introduc-
tion. The following are the provisions carried
out in this study: The cover image you are go-
ing to use has a resolution of 1280x720 pixels
The messages used are "gundar" and "Sphinx
of black quartz, judge my vow!"

Figure 9 is the source code used in the re-
search. Figure 9 shows the program input pro-
cess message and picture input. The process
starts from inputting message variables. These
variables can be entered in the form of text mes-
sages and entered as a string. After that the
message length is calculated. The next vari-
able is the cover image input variable. The
cover image is inputted and then converted to
a grayscale image.

Figure 9: Message and image input process
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Figure 10: Insertion process

Figure 11: Extraction process, MSE and PSNR
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Furthermore, the matrix is made into 1 row
to simplify the PVD method process. The mes-
sage that has been typed will be converted
to 8 binary bits. Figure 10 shows the PVD
method insertion process according to Wu and
Tsa. Then, the image is returned to the image
matrix. The resulting cover image and stegano
image are displayed.

Figure 11 shows the process of extracting
the PVD method between stegano and key im-
ages to produce cover images and secret mes-
sages, which are :

1. Research results on the "Gundar" mes-
sage When the program starts, the user
will be asked to enter a secret message.
The secret message entered is "gundar".
Figure 12 is the data or results that ap-
pear in the MATLAB command window:

Figure 12: Message for �gundar�

Figure 13 is the result of the image in
MATLAB:

Figure 13: Cover Image for �gundar�

Figure 14 is a stegano image with the
message "Gundar".

Figure 14: Stegano Image for �gundar�

Figure 15 is the results of the data ob-
tained.

Figure 15: Results on the MATLAB workspace
for �gundar�

In Figure 15 is the result of input and
output in MATLAB. The results obtained
if the secret message "Gundar" is 0.0459
for MSE and 61.5113 for PSNR. The re-
sults obtained are good because the low-
est limit on the PSNR is 30.
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2. Research results on the message "Sphinx
of black quartz, judge my vow!" When the
program starts, the user will be asked to
enter a secret message. The secret mes-
sage entered was "Sphinx of black quartz,
judge my vow!". Figure 16 is the data or
results that appear in the MATLAB com-
mand window:

Figure 16: Message

Figure 17: Cover Image

Figure 18: Stegano Image
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Figure 17 is the result of the image in MAT-
LAB. Figure 18 is a stegano image with the
message "Sphinx of black quartz, judge my
vow!"

Here are the results of the data obtained:

Figure 19: Results on workspace MATLAB

In Figure 19 is the result of input and out-
put in MATLAB. The results obtained if the se-
cret message "Sphinx of black quartz, judge my
vow!" Is 0.4099 for MSE and 52,004 for PSNR.
The results obtained are good because the low-
est limit on the PSNR is 30.

The results of studies that have been made
are better than previous studies [8]in terms of
PSNR. Figure 20 are the results of previous re-
searchers.

Figure 20: PSNR results of previous researchers
[6]

Conclusion

In this study steganography has been processed
using the PVD method. In this study con-
ducted with RGB images which are then con-
verted to grayscale images. The image used
has a resolution of 1280x720 pixels. For se-
cret messages, two experiments were carried
out, namely secret messages totaling 6 charac-
ters "gundar" and secret messages totaling 37
characters "Sphinx of black quartz, judge my
vow!".

The results on the secret message totaling
6 characters are 0.0459 for MSE and 61.5113
for PSNR. While secret messages totaling 37
characters have a result of 0.4099 for MSE and
52,004 for PSNR. The results of the 6 characters
message are better because the MSE is lower
and the PSNR is higher than the 37 characters
message. The 6 characters message is better
because the fewer characters inserted the less
the pixel changes in the image. Even though,
in software data in MATLAB a 6 characters
message is better, the human eye still cannot
see the di�erence between a 6 characters mes-
sage and a 37 characters message that has been
inserted.

This research can be done by adding vari-
ations of images or di�erent image sizes to get
output variations to be analyzed.
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