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Abstrak

Aplikasi Sistem Informasi Aparatur Sipil Negara adalah aplikasi yang mengelola selu-
ruh tahapan manajemen kepagawaian aparatur sipil negara, sejalan dengan perkembangan
teknologi dan kebutuhan aparatur sipil negara akan data digital, maka Sistem Informasi
Aparatur Sipil negara perlu dilakukan pengembangan. terdapat 18 pengembangan aplikasi
salah satunya adalah pada fungsi manajemen user. Adapun permasalahan yang ada pada
fungsi tersebut yaitu user memiliki role yang cukup banyak, dimana 1 user bisa memiliki
akses untuk beberapa aplikasi. maka dari itu dibutuhkan sebuah manajemen user yang jelas
untuk mengatur hal tersebut, yaitu menggunakan akses kontrol dengan pendekatan RBAC
(Role Based Access Control). Tujuan dari penelitian ini adalah Menghasilkan model role pada
fitur manajemen user menggunakan XACML dan Menghasilkan desain policy RBAC pada
akses kontrol manajemen user di aplikasi Sistem Informasi Aparatur Sipil negara. Metode
penelitian terdiri dari : (1) Literature Review, (2) Role Modelling Using XACML, (3) Result
Visualization, dan (4) Merge Operation Process. Penelitian ini telah menghasilkan 6 model
role, dimana keenam model tersebut telah di visualisasikan dalam bentuk graph berupa gam-
bar, visualisasi dilakukan guna mendeteksi apabila terjadi kesalahan dalam pendefinisian role
pada layanan Sistem Informasi Aparatur Sipil negara. dan yang kedua, penelitian ini telah
menghasilkan policy RBAC yang ditulis menggunakan skema XACML sebagai spesifikasinya.

Kata kunci : Akses Kontrol, RBAC, XACML, Sistem Informasi Aparatur Sipil negara,
Manajemen User.

Abstract
Aplikasi Sistem Informasi Aparatur Sipil Negara is an application that manages all stages
of the civil service management of the state civil apparatus, in line with technological devel-
opments and the needs of the State Civil Apparatus for digital data, so the Sistem Informasi
Aparatur Sipil Negara to be developed. There are 18 application developments, one of which
is the user management function. The problem with this function is that the user has quite a
lot of roles, where 1 user can have access to several applications. Therefore, a clear user man-
agement is needed to manage this, namely using access control with an RBAC (Role Based
Access Control) approach. The purpose of this study is to produce a role model on user man-
agement features using XACML and produce an RBAC policy design on user management
access control in the state Sistem Informasi Aparatur Sipil Negara. The research method con-
sists of: (1) Literature Review, (2) Role Modeling Using XACML, (3) Result Visualization,
and (4) Merge Operation Process. This research has produced 6 role models, where the six
models have been visualized in the form of graphs in the form of images, visualizations are
carried out to detect if there is an error in defining roles in the State Civil Apparatus Infor-
mation System service. and secondly, this research has produced an RBAC policy written
using the XACML scheme as its specification.
Keywords : Acsses Control, RBAC, XACML, Sistem Informasi Aparatur Sipil Negara,
Manajemen User
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Introduction

In order to realize a transparent, effective, efficient,
and integrated state civil service personnel man-
agement process, an application system is needed
that is able to meet all the needs of the person-
nel management business process and integrate the
data with other related systems. This is in line with
the main tasks and functions of the State Civil Ser-
vice Agency as the organizer of the National Civil
Service Management as stated in the Law on State
Civil Apparatus concerning State Civil Apparatus
in the fourth part of article 47 which states that one
of the functions of the State Civil Service Agency
is "guidance and administration of State Civil Ap-
paratus Management, State Personnel Agency is
an Indonesian non-ministerial government agency
tasked with carrying out government duties in the
field of state civil service management. The Na-
tional Civil Service Agency as the National Civil
Service Supervisor as mandated by Law Number 5
of 2014 concerning State Civil Apparatus, in this
case, the need for accurate, integrated, and up-to-
date Civil Servant data is very important. Civil
Service Data is managed by the State Personnel
Agency as a national database where the data be-
comes a reference in the staffing process by all agen-
cies. In line with technological developments and
the needs of the State Civil Apparatus for digital
data including electronic signatures in accordance
with KOMINFO Ministerial Regulation number 11
of 2018 concerning the application of digital signa-
tures on official documents, this strategic issue has
also become one of the innovations in the devel-
opment of the State Civil Apparatus Information
System. latest. There are 18 developments of inte-
grated State Civil Apparatus Information System
applications, one of which is Admin Services and
Support Systems.

In this support service, there is an admin service
where there are functions for user management, file
management wherein file management is arranged
related to document types, workflow repositories,
document procedures, validation types, require-
ments validation, and document templates that will
all be used during verification, validation. propos-
als to print service documents for promotions, pen-
sions, and other services. One of the important
functions is user management. The problem be-
hind the user management function is that users
in the State Civil Apparatus Information System
have quite a lot of roles, where 1 user can have ac-
cess to several applications. therefore we need clear
user management to manage this. There are vari-
ous ways to do user management, one of which is
to use ACL (Access Control List), where ACL can
manage access for each user in each application [1].
ACL itself has several approaches, one of which is
RBAC (Role-Based Access Control) [2]. It is hoped
that this approach can be an appropriate and rel-
evant solution to overcome the problems that exist
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in the user management feature in the State Civil
Apparatus Information System application.

Supporting Theory

Access Control

Access control is one aspect that relates to how to
manage access to information. One of the com-
monly used ways to secure information is to regu-
late access to information through “authentication”
and “access control” mechanisms. Implementation
of this mechanism, among others, by using a "pass-
word". Access control is usually done by grouping
users in "groups". [3]

Access control in principle is a mechanism to
limit operations or actions on a computer system
to only legitimate users. Furthermore, there are 4
main issues in access control, namely identification,
authentication, authorization and access decisions.
The brief explanation is as follows [4] :

1. Identification recognizes the party who will be
responsible for the access request, it can be in
the form of a person or an NPE (non-person
entity) such as a computer, or an application.

Authentication is an attempt to confirm the
truth of a piece of data or an entity. User
authentication itself means confirming previ-
ously stored user data.

Authorization is a process to determine what
services are allowed to be used by authenti-
cated users.

Access Decision: based on a combination of
the three aspects above, a decision is then
given whether the request is allowed or re-
jected by the system.

ACL (Access Control List)

ACL is to establish the access authority list based
on files, and the list registers the access user names
and the access authority administrative relation-
ships of the object files. By using ACL, it is easy to
judge the authorized access of special objects, and
which subjects can access the system and which ac-
cess authorities they have. ACL records the sub-
jects and their operation authorities which can ac-
cess the object by the form of linked list (seen in
Figure 1).

In Figure 1, the subjects who can access the
subject F2 respectively are U2, PI, and P2, and the
authorities of U2 include reading, writing, adding,
and deleting, and the authority of PI is reading, and
the authorities of P2 are reading and writing. Be-
cause ACL is simple, convenient, and practical, and
many commonly used operation systems all adopt
ACL to provide the service of access control strat-
egy, such as UNIX and VMS. [5]
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Obyect F2 Subject U2 Subject P Subject P2

ACL R R

A W

Figure 1: Access Control List

Access Control Methods

Access is the ability to work on a particular com-
puter resource (e.g., use, change, or view). Access
control is the means by which this ability is explic-
itly enabled or disabled through physical or system-
based controls. Computer-based access control can
prescribe not only which entity has the permission
to access a specific system resource, but also the
type of access. DAC permits the granting and re-
voking of access control privileges to be left to the
discretion of the individual users. A DAC mecha-
nism allows users to grant or revoke access to any
of the objects under their control. MAC, as defined
in the Trusted Computer Security Evaluation Cri-
teria (TCSEC), is "a means of restricting access to
objects based on the sensitivity (as represented by
a label) of the information contained in the objects
and the formal authorization (i.e., clearance) of sub-
jects to access information of such sensitivity". In
role-based access control, access decisions are based
on the roles that individual users have as part of an
organization. [6]

Access Control For XML Data

XML is the standard today for modeling and trans-
mitting data on the Web and one of the key tech-
nologies of the Semantic Web. The most im-
portant characteristic of XML,that distinguishes it
from other markup languages, such as HTML, is
the notion of semantic tags, allowing one to struc-
ture a document into different portions, called el-
ements, with an associated semantics. An ele-
ment may also contain attributes, whose purpose is
to provide additional information on the element.
XML documents may have a nested or hierarchi-
cal structure, since elements can be organized into
sub-elements; they may be inter-linked, through
IDREFs/URI attributes; they may have an asso-
ciated DTD/XMLSchema, specifying their struc-
tures. [7]

eXtensible Access Control Markup
Language (XACML)
The eXtensible Access Control Markup Language

(XACML) 70 is also an OASIS standard that is in-
tended to specify policies and procedures for access
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control and authorisation purposes. The standard
provides a model for establishing access control de-
cisions, an XML syntax for specifying access control
policies as well as algorithms and functions that can
be used in policy evaluation and constituting access
control decisions. [8]

The main components in the policy-based ac-
cess control model are a Policy Enforcement Point
(PEP) and a Policy Decision Point (PDP) that may
be distributed over several nodes of a network. The
PEP enforces access control based on policy deci-
sions from the PDP. [9]

Role-Based Access Control

In role based access control access decisions are
based on the individual’s roles and responsibilities
within the cloud environment. It formulates the
user’s access to the system based on the activities
that the user has been executed in the cloud. It
requires the identification of roles of users on the
system. Role can be set of objects or actions asso-
ciated with the subject. Role may vary depends on
the user’s priority. RBAC provides the web based
application security. Roles are assigned based on
the particular cloud organizational structure with
their security policies. Each role in the organi-
zation’s profile includes all authorized users, com-
mands, transaction and allowable information ac-
cess. Roles can be assigned based on the least priv-
ilege. These identified roles can be transferred and
used based on the appropriate procedures and secu-
rity policies. Roles can be managed centrally. [10]

Design and Analysis

Role Modelling Using XACML

Figure 2 is an XACML flow model that illustrates
how the work process of XACML using the RBAC
approach, starting from a request for a request from
the subject, then the request is processed using
XACML Access Control Policies to check whether
the request is by the established policies, if it is ap-
propriate then the request will be permitted to the
destination resource.

SUBJECT. USER'S ROLE
RESOURCES

REQUEST PERMIT .,
- = - .
XACML XACML
REQUEST RESPONSE
XACML

Access Control

Policies

Figure 2: XACML Flow Model



Jurnal I[lmiah KOMPUTASI, Volume 21 No

The following is a detailed process of the
XACML FLOW MODEL in Figure 2:

The client sends a request to access the desti-
nation resource.

The request is then filtered by PEP (policy
enforcement point), where PEP will convert
the request into an XACML request, and for-
ward it to PDP (policy decision point).

PDP will evaluate XACML requests against
policies that have been defined in the XACML
access control policies database.

after the evaluation of the request has been
completed, the PDP will send an XACML re-
sponse to the PEP stating whether access is
permitted or not.

If the response is a permit, then the PEP fil-
ter is bypassed, and the client can access the
destination resource.
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Figure 3 is an implementation of XACML access
control policies used by PDP as a policy to evalu-
ate requests from clients. XACML code in Figure 3
is one of the sample XACML policies used in the ST
ASN Service. XACML has several elements such as
targets, rules, and conditions. there are four targets
in XACML in Figure 3, namely:

e url: /layananPeremajaan/monitoringUsulan,
dengan label Inbox Usul.

e url: /layananPeremajaan/monitoringPenetap
an, dengan label Inbox Penetapan.

e url: /layananPeremajaan/penetapanSK, den-
gan label Buat Surat Keputusan.

o url: /layananPeremajaan /monitoringSK,
dengan label Inbox Surat Keputusan.

where the four targets consist of several URLs
and several labels, which can be accessed
as long as the attribute role is role:siasn-
instansi:peremajaan:operator, if the role is not
role:siasn-instansi:peremajaan: operator, then the
target cannot be accessed on the Information Sys-
tem service for state civil servants.

Figure 3: XACML Document

Result Visualization

Figure 4 is a visualization stage where the RBAC
design modeled using XACML in Figure 3 will be
visualized into a graph using Graphviz. The vi-
sualization is carried out to obtain information re-
lated to the authorization possessed by each role in
the Information System service for the state civil
apparatus. To visualize the RBAC design into a
Graphviz form, XSLT (XSL Transformations) is

needed to specify the rules between XML docu-
ments that are transformed into other forms, in this
case, into dotML (Dot Markup Language) form,
which is a language to describe a graph.

The following is a detailed process of XSLT
PROCESS in Figure 4:

e Prepare an XML file as a source that contains
in this case data from roles that exist in the
Information System service for state civil ser-
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vants.

e Setting up an XSL Style Sheet with the re-
quired transformation template in this case is
a dotML form, the language used to create a
graph.

e Next, the XSLT processor will take the XML
source as well as the XSLT stylesheets, and
process them to produce an output document
that is dotML.

b

XML Input

<xsl:value-of=>
Title:$name
Date:$curdat
</xsl:value-o

XSLT Code

v

XSLT Processor

Result Document

Figure 4: XSLT Mapping Proccess

Merge Operation Process

Figure 5 is a mapping of the merging operation pro-
cess. The merging operation process is carried out
on a role with the condition that there are 2 roles
that have the same or identical service in the Infor-
mation System service for the state civil apparatus.
The merging operation process is illustrated in Fig-
ure 5.

MERGING
PROCESS —

Figure 5: Mapping Of Merging Proccess

The following is a detailed process from Figure
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e There are 2 Roles defined with variables R1
and R2, where each of these roles has a
permission defined by alphabetical letters,
namely:

: permission 1
: permission 2
: permission 3
: permission 4

: permission 5

e Both roles have identical or the same per-
missions, so conditions such as duplication of
roles in a particular service must be carried
out, therefore a merging operation must be
carried out as shown in the figure 5, where
2 roles that have identical services These ser-
vices are merged to create a new role with the
service, so this method can prevent duplica-
tion which makes a service inefficient.

Discussion

Figure 6 is the process of the Graphviz trans-
formation where the Dot File document obtained
from stage RESULT VISUALIZATION whose de-
tails can be seen from the figure 4, is then trans-
formed into the form PNG file with the help of
GRAPHVIZ so that the graph visualization on the
role of the State Civil Apparatus Information Sys-
tem that is designed can be seen clearly.

) GRAPH
DotFile | ——> C > oo FILE

Figure 6: Component Graphviz Diagram

GRAPHVIZ
TRANSFORM

Figure 7 is the implementation flow of the pro-
cess in the figure 7, where in the dot file there are
several nodes and edges are marked with arrows, the
arrow here is a sign of a "edge" that connects the
role node and permission node, which is then pro-
cessed by graphviz , and transformed into a graph
with PNG extension. so that the dot file contain-
ing the code nodes, edges, and arrows becomes a
visualization of the original graph in the form of an
image. From the results of the graph visualization,
several sample roles were formed.
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DOT FILE

GRAPHVIZ

layananPeremajaan monitormgSK.

Figure 7: Graphviz Detail Workflow

Roles do not have permissions

From the results of the analysis on roles in the
Information System service for state civil ser-
vants, it was found a role that did not have
any permissions, namely a role named role:siasn-
bkn:perencanaan:PP-TTE-Renpegfor. The figure 8
is a dot file transformed from the XSLT process,
where the XSLT processor will take the XML source
and XSLT stylesheets, and process them to produce
an output document, namely dotML. The detailed
image of the XSLT process can be seen in Figure 4.

Figure 9 is the output in the form of an im-
age with PNG extension from the dot file in
the figure 6. we can look at the dot file fig-
ure 8. there is only 1 node, namely role:siasn-
bkn:perencanaan:PP-Renpegfor which is one of the
role names in the Information System of the State
Civil Apparatus service, and there is no arrow which
is a sign of an edge on the graph, so it can be con-
cluded that the role does not have permissions , be-
cause the node has no edges but only stands alone.
then next, the dot file is processed by graphviz , and
transformed into a graph with a PNG extension. so
that the dot file containing the code becomes a vi-
sualization of the original graph in the form of an
image like the Figure 9.

digraph g{

node (1abel="role:siasn-bkn:perencanaan: PP-Renpegfor",

{"role:siasn-bkn:perencanaan: PP-Renpegfor"};

compound="true";hgcolor=""; fontcolor=""; fontname=""; fontsize=""; label="";margin="";nodesep=""; rankdir="IR"; ranksep=""; ratio=""; size="";

color="",fillcolor="", fixedsize="", fontcolor="", fontname="", fontsize="16" height="",shape="", style="filled", URL="",width="", ]

Figure 8: PP-Renpegfor-Dot

@-lﬂm: perencauaml:PP-Rem)D

Figure 9: PP-Renpegfor-graph

From the results of the analysis, it was found
that 1 role was independent or did not have any
permissions at all, this happened because the role
had not been assigned by the owner of the system.
because basically a role is a reflection or mapping
of roles in the real world, so that when the role has
been defined by the system owner, it turns out that
the role does not yet have its implementation in the
Information System service for state civil servants.

Role has only one permission

From the results of the analysis on roles in the In-
formation System service for state civil servants, it
was found that roles that only have 1 permission,
namely a role named role:siasn-bkn:kp:landing with
permissions to access the servcice http://landing-
siasn.bkn.go.id. The figure 10 is a dot file trans-
formed from the XSLT process, where the XSLT
processor will take the XML source and XSLT
stylesheets, and process them to produce an out-
put document, namely dotML. The detailed image
of the XSLT process can be seen in the Figure 4.
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Higraph g {

lcompound="true";bgcolor=""; fontcolor=""; fontname=""; fontsize=""; label="";margin=""; nodesep=""; rankdir="18"; ranksep=""; ratio=""; size="";

node [1abel="role:siasn-bkn:kp:landing", color="", fillcolor="",fixedsize="",fontcolor="", fontname="", fontsize="16",height="", shape="",style="filled", URL="",width="", ]
("role:siasn-bkn:kp:landing"};

node 1abel="http://landing-siasn.bkn.go.id",

kolor="",fillcolor="", fixedsize="", fontcolor="", fontname="", fontsize="16", height="", shape="", style="filled", URL="",width="",]

("http://landing-siasn.bkn.go.id"};

pdge [arrowhead="",arrowsize="",arrowtail="", constraint="", color="",decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlabel="", headport="", lahel="Pern
lit", labeldistance="", labelfloat="", labelfontcolor="", labelfontname="", labelfontsize="",minlen="", samehead="", sametail="", style="",taillabel="", tailport="", URL="", lhe
d="", 1tail=""]

"role:siasn-bkn:kp:landing" -> "http://landing-siasn.bkn.go.id";

i}

Figure 10: KP-Landing-Dot

Figure 11 is the output in the form of an image Role has more than one permission
with PNG extension from the dot file in the figure
10. can be seen in the dot file figure 10. there is 1

node, namely role:siasn-bkn:kp:landing which is one

From the results of the analysis on roles in the In-
formation System service for state civil servants, it

of the names of roles in the Information System ser-
vice for state civil servants, and edges marked with
arrows, the arrow here is a sign of an "edge" that
connects the node roles and node permissions, it

was found that roles that have several permissions,
one of which is a role named

role:siasn-instansi:peremajaan:operator that

can access several services, include:

can be seen that in the figure 10 there is only 1

edge which is the permission of role
role:siasn-bkn:kp:landing which means role:siasn-
bkn:kp:landing can  access  the  servcice
http://landing-siasn.bkn.go.id. then next, the dot
file is processed by graphviz , and transformed into
a graph with a PNG extension. so that the dot
file containing the code becomes a visualization of
the original graph in the form of an image like the
figure 11.

e /layananPeremajaan/monitoringUsulan
e /layananPeremajaan/monitoringPenetapan
e /layananPeremajaan/penetapanSK

e /layananPeremajaan/monitoringSK

The Figure 12 is a dot file transformed from the
XSLT process, where the XSLT processor will take
the XML source and XSLT stylesheets, and pro-
cess them to produce an output document, namely
dotML. The detailed image of the XSLT process
can be seen in the Figure 4.

role:stasn-bkankp landing hitp: landing-stasn bkn go.1d

Figure 11: KP-Landing-Graph

digraph g {

Bdge [arrowhead="",arrowsize="",arrowtail="",constraint="",color="",decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlabel="", headport="", 1abel=""Pern
fit", labeldistance="", labelfloat="", labelfontcolor="", labelfontname="", labelfontsize="",minlen="", samehead="", sametail="",style="", taillabel="", tailport="", URL="", 1hg
Rd="", 1tail=""]

'role:siasn-instansi:peremajaan:operator” -> "/layananPeremajaan/monitoringPenetapan”;

Bdge (arrowhead="",arrowsize="",arrowtail="",constraint="",color="",decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlabel="", headport="", label="Pern
fit" labeldistance="", labelfloat="", labelfontcolor="", labelfontname="", labelfontsize="" minlen="", samehead="", sametail="",style="",taillabel="" tailport="", URL="", lhg
Rd="",1tail=""]

'role:siasn-instansi:peremajaan:operator” -> "/layananPeremajaan/penetapansk”;

Bdge [arrowhead="",arrowsize="",arrowtail="",constraint="",color="",decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlahel="", headport="", label=""Pern
fit", labeldistance="",labelfloat="",lahelfontcolor="", labelfontname="", labelfontsize="",minlen="", samehead="", sametail="",style="",taillabel="", tailport="", URL="", 1hg
Rd="", 1tail=""]

'role:siasn-instansi:perenajaan:operator” -> "/layananPeremajaan/monitoringsg";

Figure 12: Peremajaan-Operator-Dot

Figure 13 is the output in the form of ure 12. there is 1 node, namely role:siasn-
a PNG image from the dot file in the Fig- instansi:peremajaan:operator which is one of the
ure 12. can be seen in the dot file Fig- names of roles in the Information System ser-
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vice for state civil servants, and edges marked
with arrows, the arrow here is a sign of an
"edge" that connects the node roles and per-
mission nodes, it can be seen that in the Fig-
ure 12 there are 4 edges which are permissions
from role:siasn-instansi:peremajaan:operator which
means role:siasn-instansi:peremajaan:operator can
access several servcices, namely :

¢ /layananPeremajaan/monitoringUsulan

role:siasn-instansi:peremajaan: operator

¢ /layananPeremajaan/monitoringPenetapan
¢ /layananPeremajaan/penetapanSK
e /layananPeremajaan/monitoringSK

then , the dot file is processed by graphviz , and
transformed into a graph with a PNG extension. so
that the dot file containing the code becomes a vi-
sualization of the original graph in the form of an
image like the figure 13.

/layananPeremajaan/monitoringUsulan

/layananPeremajaan/monitoringPenetapan
/layananPeremajaan/penetapanSK

/layananPeremajaan/monitoringSK

Figure 13: Peremajaan-Operator-Graph

Two Roles have the same 2 permis-
sions

From the results of the analysis on roles in the
Information System service for state civil ser-
vants, it was found a condition where 2 roles
have the same 2 permissions, namely a role
named role:siasn-bkn:kp:PP-BKN and role:siasn-
bkn:kp:PP-TTE-BKN where the two roles have sev-
eral permissions including;:

e role:siasn-bkn:kp:PP-BKN can access several
services, namely:

— /parafPertek

— /monitoringParafPertek
— /parafSK

— /monitoringParafSK

— /monitoringProgress

— /viewProfile

e role:siasn-bkn:kp:PP-TTE-BKN can access
several services, namely:

— /monitoringProgress
— /viewProfile

— /monitoring TtdSK

— /ttdPertek

— /monitoring TtdPertek
— /ttdSK

The figure 14 is a dot file transformed from the
XSLT process, where the XSLT processor will take
the XML source as well as the XSLT stylesheets,
and process it to produce an output document,
namely dotML. The detailed image of the XSLT
process can be seen in the figure 4.

Figure 14: Kanreg-Kemendikbud-Dot
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The figure 15 is the output in the form of an
image with the extension PNG from the dot file
in the figure 14. can be seen in the dot file figure
14 there are 2 nodes namely role:siasn-bkn:kp:PP-
BKN and role:siasn-bkn:kp:PP-TTE-BKN which is
the name of the role in the service Information sys-
tem for state civil servants, then there are 10 edges
marked with arrows, the arrow here is a sign of an
"edge" that connects the role node and the permis-
sion node, it can be seen that in Figure 15 there

role:siasn-bkn:kp:PP-BKN

role:siasn-bkn:kp PP-TTE-BKN

/monitoringParafSK
Permit
. /monitoringProgress
Permil
Pormit /monitoringTtdSK

are Cross Relation between role:siasn-bkn:kp:PP-
BKN and role:siasn-bkn:kp:PP-TTE-BKN, where
there are 2 services owned by the two roles. namely
service /monitoringProgress and /viewProfile, thus
forming a Cross Relation between the two roles.
then next, the dot file is processed by graphviz , and
transformed into a graph with a PNG extension. so
that the dot file containing the code becomes a vi-
sualization of the original graph in the form of an
image like the figure 15.

/parafPertek

/monitoringParafPertek

Figure 15: Kanreg-Kemendikbud-Graph

From the results of the analysis, it was found
that 2 permissions are the same between the two
roles so as to form a cross relation, if we don’t vi-
sualize the definition of roles first like the figure 15,
then we cannot detect if there is an error in defining
the role, for example 2 roles should only have the
same 2 permissions, because they were not iden-
tified beforehand through a visualization like the
figure 15, as a result 2 roles could have more than
2 the same permissions so that an error occurred in
the definition of roles.

Two roles have different permissions

From the results of the analysis on roles in
the Information System service for state civil
servants, it was found a condition where 2
roles had different permissions, namely a role
named role:siasn-instansi:pemberhentian:paraf and
role:siasn-instansi:pemberhentian:ap proval where
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both roles were has several permissions including;:

e role:sias-instansi:pemberhentian:paraf can ac-
cess several services, namely:

— /layananPemberhentian /parafSK

— /layananPemberhentian /inboxParafSK

e role:siasn-instansi:pemberhentian:approval
can access several services, namely:

— /layananPemberhentian /TTDSK

— /layananPemberhentian/Monitoring
TTDSK

The figure 16 is a dot file transformed from the
XSLT process, where the XSLT processor will take
the XML source and XSLT stylesheets, and pro-
cess them to produce an output document, namely
dotML. The detailed image of the XSLT process
can be seen in the figure 4.
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digraph g {
hode [1abel="/layananPenberhentian/inboxParafsy”,

("/1ayananPenberhent ian/ inboxParafsk"};

Rd="", 1tail=""]
I'role: siasn-instansi:penberhentian:paraf" -> "/layananPenberhentian/parafsy";

Bd="", 1tail=""]
'role:siasn-instansi:perberhentian:paraf" -> "/layananPenberhentian/inboxParafsk";

tolor="",fillcolor="", fixedsize="", fontcolor="", fontname="", fontsize="16" height="", shape="",style="filled", URL="",width="", ]

edge [arrowhead="", arrowsize="",arrowtail="", constraint="",color="",decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlabel="", headport="", label="Perm

fit" labeldistance="", labelfloat="", labelfontcolor="", lahelfontname="", labelfontsize="",minlen="", samehead="", sametail="", style="",taillabel="", tailport="", URL="", lhe

edge [arrowhead="", arrowsize="",arrowtail="", constraint="",color="", decorate="",dir="", fontcolor="", fontname="Arial", fontsize="9", headlabel="", headport="", label="Perm
fit", labeldistance="", labelfloat="", labelfontcolor="", labelfontname="", labelfontsize="" minlen="", samehead="" sametail="",style="" taillabel="", tailport="", URL="", lhe

Figure 16: Paraf-Approval-Dot

Figure 17 is the output in the form of an
image with PNG extension from the dot file
in the figure 16. can be seen in the fig-
ure 16. there are 2 nodes, namely role:siasn-
instansi:pemberhent  ian:paraf and role:siasn-
instansi:pemberhen tian:approvalwhich is the name
of the role in the Information System service for
state civil servants, and the edge marked with
an arrow, the arrow here is a sign of a The
"edge" that connects the node role and the per-

role:siasn-instansi:pemberhentian:paraf

role:siasn-instansi:pemberhentian:approval

Permit

Permit

Permit

mission node, it can be seen that in the figure
16 there are 4 edges which are the permissions
of role:siasn-instansi:pemberhent ian:paraf and
role:siasn-instansi:pemberhent ian:approval, where
each role has 2 permissions. then next, the dot
file is processed by graphviz , and transformed into
a graph with a PNG extension. so that the dot
file containing the code becomes a visualization of
the original graph in the form of an image like the
figure 17.

/layananPemberhentianhnonito@

Figure 17: Paraf-Approval-Graph

From the results of the analysis, it was found
that 2 roles have different permissions, if we don’t
visualize the definition of the role first like the fig-
ure 17, then we cannot detect if there is an error in
defining the role, for example, 2 roles should only
be have different permissions, because they were not
identified first through visualization such as the fig-
ure 17, as a result 2 roles can have the same permis-
sions which makes the two roles have a relationship,
so that an error occurs in the definition of roles.

Two Roles have identical permissions

From the results of the analysis on roles in the In-
formation System service for state civil servants, it
was found that 2 roles have identical or the same
permissions, so that conditions like can create du-
plication of roles in a certain service, therefore a
merging operation process must be carried out as
shown in the figure 5 where 2 roles that have iden-
tical services are merged so as to give birth to a new
role with services so that this method can prevent
duplication which makes a service inefficient.
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Figure 18: Merging Implementation

e Found 2 roles that have identical or the same

services in the Information System service for
state civil servants, these roles are:

— role:siasn-bkn:pi:TT-Kanreg , with 5

permiss ions, namely:

*

/viewProfile

*

/validasiUsulan
* /monitoringProgress
+ /buatSKKP

* /monitoringBuatSKKP
— role:siasn-bkn:pi:TT-Kanreg , with 5
permiss ions, namely:
/viewProfile

/validasiUsulan

*

/monitoringProgress
/buatSKKP
/monitoringBuatSKKP

* X ¥ ¥

e From these 2 roles, we can see that they both

have identical permissions, thus creating a du-
plication of roles in the ST ASN service, there-
fore a merging operation must be carried out
as shown in the figure 5, where 2 roles have
services identical in the merge.
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e after the merging process is carried out,
it forms a new role, namely "Synonym
role:siasn-bkn:pi: TT-Kanreg = role:siasn-
bkn:pi:kemdik bud", so that this method can
prevent duplication which makes ST ASN ser-
vices become not efficient.

Coclussion

Based on the analysis carried out on the information
system service for state civil servants, 6 role models
have been produced, including the Role that does
not have any permissions, the Role that only has
1 permission, ,Role has more than 1 permissions, 2
Roles have the same permissions, 2 Roles have dif-
ferent permissions, and lastly 2 Roles have the same
permissions. identical. and the six models have
been visualized in the form of a graph in the form
of images, visualization is carried out to detect if
there is an error in defining the role in the informa-
tion system services for state civil servants. Then an
RBAC (Role-Based Access Control) policy has been
generated which is written using the XACML (eX-
tensible Access Control Markup Language) scheme
as a specification, where the XACML contains a
policy statement in the form of a rule created based
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on the role of each user to be able to check the re-
quests given by the user, and this policy design has
been applied to the information system service for
state civil servants.

As for suggestions for further researchers,
namely the first, this XACML still requires testing
and validation of the XACML structure design that
has been made, and secondly, it has not been made.
XACML request as input to test the XACML policy
that has been made.
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